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The Case of Helen Anderson

Helen allowed a niece to stay at her home while she traveled
The niece allowed a friend ASallyo to stay in the house wi't
Sally stole information from Helen and used it to steal her identity

A Helen received word from Credit Union of a $300 debit card use

A Few days later, credit card had a $5000 charge

A $5000 charge was paid with one of her checks from another account

AThen another $500 payment was made from another account

Sally was fAibecoming Heleno with each transacti on
Asally stole Helenbdés personal info and used it to crack ¢
A Sally reset user/passcodes/security questions so Helen could not access her own accounts
Asally now had enough Helen info to start a credit monit
records
Asally reported Helenés cards stolen and Sally open&d all

blocked Helen

ASally had new I D cards made wi t & SaHyewasHe@sto thexdutsideowotld Sal | y ¢
Asally forwarded Helends mai l to a post office box

ASally had a driveros |license updated; Sallyés face, Hel ¢
Asally had Helendés SSN and requested a new Medicare card
ASally used equity in Helenbdés home?dplacingehhowesasrispai d f or ) f

Helen did not receive account statements; firms called her but she did not have the security info to verify her accounts
Hel en coul dnét prove who she was as Sally was able to prove
Sally and her accomplices were caught after many monthsd she made too many mistakes ®
Helen still deals with the aftermath as the ID theft [[I mgmA&

It complicates every financial actiond her funds were restored but the mental trauma remains



The Nature of Criminal
Activity
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Known Forms of Scams and Frauds

Educating yourself on the specific type of scam is a waste of
Business Email Compromise Banking Scams Celebrit;'/tllmrprc!s%r Scams Census Scams Charity Scams Credit Repair

Scams

Cruise Scams Cryptocurrency Fraud Debt Collection Scams Debt Relief Scams Dietary Supplement Scams Disaster
Scams

Email Extortion Scams Funeral Scams Gift Card Scams Government Grant Scams Greeting Card Scams Grandparent
Scam

Health Insurance Scams Holiday Scams Home Improvement Scams ldentity Theft Impostor Scams Investment Fraud
IRS Impostor Scam Kidnapping Scam Lottery Scam Medical Equipment Scams Medical Identity Theft Medicare Card Scams
Medicare Fraud Moving Scams Nigerian Scams Online Pharmacy Scams Online Shopping Scams Package Scams
Pet Scams Phishing Phone Scams Ponzi Schemes Pyramid Schemes Public Wi-Fi Scams Ransomware Robocalls

Romance Scams Social Media Scams Social Security Scams Spear-Phishing Sweepstakes and Lottery Scams Tax ID
Theft

AA

menca

Tax Scams Tech Support Scams Ticket Scams Time-Share Resale Scam Travel Scams count' Scams
Utility Scams Vacation Scams -ilA F]ensmn Poaching A Veterans Charity Scam Veterans Scaml
e os a n

Work-at-Home Scams

Ver



The Criminal Environment

ACriminals will do things
AThe criminal technology is cutting edge
I Drone hacking, electronic surveillance of open Wi-Fi
I Deep-fake technology, voice and video counterfeiting
AThe criminals will always be ahead of enforcement
I Always a new scam before an old one is known
AThere is no one to protect you
AYou are your own worse enemy; our psychology works against us

AEverything is a threat; the threat will get worse
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ldentifying a Problem
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To Recognize a Scam,
You Have to Think Like a Criminal

Your o6goodnessO IS your

ATrust and desire: their objective is to get you under their
spell . You want whatos being
make it happen.

AHumans are emotional creatures; they appeal to your
emotions and your reason goes out the window. You will
believe you are talking to a friend.

AA stranger comes along who solves a problem for
you. They provide all the answers for your situation.
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They Know Your Emotional Buttons

Greed: NBuy these gold coins now and
Fear. Al nvesting I n this I nsurance wi

Scarcity: nOnly four | eft at this price

Urgency: nOf the 10 we had, only four

Flattery: nGi ven your expertise, you kn
opportunity. o

Intimidation: Al f you donodot take action n

A criminal will determine your fdAbu
push your buttons motivating you to take an action.
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Red Flags of Money Frauds

AGuarantees

AUnregistered products

AUnrealistically high and consistent returns
AComplex strategies

AMissing documentation

AA pushy salesperson
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Tactics

APose as a trusted bank, favorite retail store,
government agency, charities, tax professional,
friend of a friend,

ASomething wrong with your account

AViolation of a law

ATell you to open a link in email or download an

attac

nment

ASend

you to a fake but real looking website



You Ar e - .

You are reguested to
AThere is a need to pay an up-front fee

AYou are given a guarantee; of anything

AAct now or | ose out é
ARequesting personal information

AWritten correspondence has grammatical errors
AThere is no physical address you can check or visit
AThey want a questionable, untraceable payment
AThey want access to your computer

AThey use an unsecure web site (nofhttps://

Sc

t ake



Recognize Phishing Emalls

An Email used to suck you into a theft
AA|l s Bmishingd t ext messages

ALooks real; company/government agency (IRS, Social
Security)

AT
AT
AT

ney tell a story tricking you to click a link or open atch
ney claim suspicious activity / log-in attempts

ney claim a problem with your account / payment info

ARequest you confirm personal information

AMay include a fake invoice
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Common Traits of Phone
Scams

AYou won a prize!

AYou Did Something Wrong; Youbol
AYou need to decide NOW

AYou need to send a payment

Alt s a call from a government

Alt s a sales pitch (insurance,
etc.)

Alt s a charity seeking donati c
Alt s your bank, credit union,
Alt 6s about debt or credit
Alnvestment opportunity pitch

AExtended car warranties ""MOAA

ATravel or Eree trials



Real or Fake?

RS

Dear business owner,

A criminal complaint has been filled against your company.
Your company is being accused of trving to commut tax evasion schemes.
The full text of the complamnt file ( l’l)l t\pc ) can be viewed on the IRS w thllc by \Nlmg the following link :

An official sﬂmm\c from your part 1s required, in order to take further action.
Please revie ™ he charges brought forward in the complamnt file. and contact us as soon as possible by :
Telephone http:// === ru/wp-content/themes/sidious/stylechanges/css/complaint.php

Toll-Free, 1-800-829-4933
Email: complamtsi@rs.gov

ALERT

Link in fake IRS email goes to

sipo PR malicious code on a hacked website
Fraud Prevention Department

lhank you,

®
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Seen Any of These?

USAAPhlshlngExanples

-
(® N

) From: USAA >
To: Recipients )

Your USAA Online has
been disabled

USAA: Wire transfer

for $1143.76 was

initiated from USAA .
account ending in

0511.Call
1-877-435
unauthorized.

O A

7104 if

Neow Documeont For You

Wy SLospomne Hoguar e A oo

‘
e tod viedatiom ol i Yeren
Vit ae ittt sl b dhaabide persnaendly e 48 b

To provest s, valdete yunr acowmmnt fov sos ity update

(& 8 Xoge—23

Te s hrm we prt et ymar e e en at weas Leciewy Corler

e e

Il
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The Government Does Not Pitch Product:
Sample Letter #1

Haow di | Apgply for Medicare Savings Prograis?

Crml] worger Seade Soderal Sssistanos Culeshomd?) ofioe tor god e 10 foresa Boen ased agppdy
for @ Mislicnre Savings Progras. To pei @ for v - sl irmidl olfTine, visdd
YMedieare.goyfrenisctis or call -SE-SEICARE (1-000- 8354277, TTY gscrs con
rall 15T T-dR6-DR4A

Vour Hiate Health Iesumnes Assistancs Pregram (53HTF man help answeer Modioar
fquestiens. To gt the ph aiissher Tor your SHIP office, g0 the back of yeiir Modioare
. . i . , - anp Bk 5isil = ~nlaer ey o eml S A
You May Be Able To Save $1,808 Or More In Medicore Costs’ A e Tk, visit shiptacenter.ory L R T NN

A | eligible for Exvra Help?

gaalify for Extra Hslp, your veardy inmemo and totsld rossuroes ik mosoy in & Bank
sged b st or bedlew ihs amounis shosin in Uhis ialds

E B {Maali L .
Exnrs MHelp s sr sy help pay AR ! e P b

w0 100 it ol i 1 i Vi el Lo enpell in & Modboar Fxira Helg Program

Hingle Alapriinl (iving pogetBaer
=18 D

Alarriecd iliv

e Savings L1 = I

Am 1 eligible fer a Medicare Savings Program?
¥ ¥ ¥ * e Cdpies. hlie Ak s snd Hewws allow s i bar e more imroese

fa Molwan Savings Prsgrar wur sosthly inedEie ai Lal o= A VERIP SpHES WOk, voen ey apaalify far beaefils roen o yeur

vin sk T sk e bandal Y Sorer Ul caara s ahamn in b i w heg b 1hian 1he aEkceats o bt n sl

== e Riales allew yom 1o have moee gesourees. Y our hoase, car, and
up o ELS por persen 0 Bunal ripeeses don't comnl 5 rrsou s

Iow dao [ apply for Exira Tlelp?

Apply for Exira Help si soclalseouriiy gosdextrabelp or call 1-800-772- 1203 io get an
appliatisn, TTY uscrs e oall -RDRA25-0TIR. You oan also apply ot yeur loonl Social
Feemrily ollles. To ged the addross For your kool Sonial Bemury ollios. visil
seclalsecurity govilocatsr snline

it e EaDorirs tien sl Miodicare prescrplios drag plans, viem Moo di carse oy or call
(B AR D ETERR B

Ll mimisErntor
S Seeirndy lalmeiialfnlion Crmdera for Malinnee & Medioaid Seve ioes




Prevention
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A\

Donot Tr ust A

ANever have conversations with strangers about personal info
ADonot reveal ANY personal | nf

AYou owe nothing to a stranger; be strong and cut off the
communication

APhone calls, hang up
AEmails, delete
ANever click on a link or attachment

ADono6t talk to people at the d

90% of elder abuse is committed by a family member or friend
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Avoid the Hooks

A Go To The Source. Some scams are VERY REAL. Call
the real company to verify

AA contact from a place where

A The message is missing your name, has bad grammarr,
spelling

AYoubre asked for personal in
A You won a lottery, prizes, or vacationstNo, you di

A There is no problem with your accounts, Social Security,
or taxes

AiSpoofingo, fake telephone c
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Protect Your ldentity

A Use Strong Passwords and PINs
i Example: Th!SiS5myP@3$$WO0#d

A Note status of wireless connections
A Note status of downloading files
A Read your statements

A Secure your confidential paper documents:
secure, place, dispose, shred
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Take Action to Prevent Damage

AFreeze credit

AClear browsing history on your internet browser
AUse credit cards not debit cards, checks

AUse the two-level authentication process for accounts
ALock your smartphone

ARead the fine print

AGet second opinions

Alf you become a victim, own-up and report it

AChange compromised user/passcodes immediately
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Your Defense

AEnd the conversation. Pr
hang up
ISt mply saying, "I'm sorry,

IS not good enough

ADondt get smart thinking
them

iDondot. Just hang up. | f you stay on

ATalk to someone before investing

I Discuss with a family member, investment professional,
lawyer or accountant. Get a sanity check

MOAA
Military Officers Association of America



Your Financilal Aaviser Can
Assist

A2017 law allows financial firms/your adviser to:

I Place temporary holds on accounts where exploitation is suspected

ADesigned to allow the financial industry to intervene to protect seniors

ITMake reasonable efforts to coll ect

AThe Financial Industry Regulatory Authority (FINRA)
Helpline:
IFI NRA I s authorized by Congress to
sure the broker-dealer industry operates fairly and honestly
I https://www.finra.org/investors/have-problem/helpline-seniors
I Call 844-57-HELPS (844-574-3577), Mi F, 9 a.m.i 5 p.m. EST
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Actions as a Victim
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Need to Speak UpéB

AEmbarrassment

AMight lose your independence

AFear of losing the connection if perp is a loved one
ACandt due to cognitive i
ADondt recognize the scam
AFeel threatened, pressured, vulnerable

ADondét know what to 0



What to Do If ID Is

Compromised?
ACT FAST

AChange your User, Passcodes, and PINs
ANotify Police and get a report

ANotify your banks and financial firms

I Contact your lenders, banks, and insurance companies and let them
know the situation. Ask to close accounts. Open new ones with new
personal identification numbers (PINs) and passwords

ANotify your credit cards
ANotify the DMV
ANotify your health insurance

AEnroll in fraud alert with credit agencies

ANotify Social Security [" MOAN

ilitary Officers Asso



The Credit Agencies

Equifax Fraud Department
Call 1-800-525-6285
Visit www.equifax.com

Experian Fraud Department
Call 1-888-397-3742
Visit www.experian.com

TransUnion Fraud Department
Call 1-800-680-7289
Visit www.transunion.com
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What to Do If ID iIs
Compromised?

How to file a complaint help at:
www.ldentitytheft.gov

IRS action:
https://lwww.irs.gov/identity-theft-central

Social Security scams:
0ig.ssa.gov
[[[IMOAA



Helpful Web Sites

ANational Council on Aging: www.ncoa.org
AAARP: www.aarp.org/money/scams-fraud

AFederal Trade Commission:
www.consumer.ftc.gov/features/scam-alerts

AConsumer Financial Protection Bureau:
www.consumer.ftc.gov/features/scam-alerts

ASocial Security: www.ssa.gov/antifraudfacts
AUSA Gov: www.usa.gov/stop-scams-frauds
AIRS: www.irs.gov/newsroom/tax-scams-consumer-alerts

AFBI: www.fbi.gov/scams-and-safety/common-fraud-schemes
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Join MOAA at:
www.moaa.org/[oin

Contact us at:
beninfo@moaa.orqg
(800) 234-6622

Shane Ostrom, CFP®
Lt Col USAF (Ret)

Program Director, Finance and Benefits Information
Military Officers Association of America
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